US Department of Justice

3 3 1988 ) Hukingin, D.C 250

Mr. Tom Barba

Steptoe & Johnson LLP
Attorney at Law

1330 Connecticut Avenue, NW
Washington, DC 20036-1795S

Dear Mr. Barba:

This letter confirms discussions held between the Department of
Justice (DOJ), the Federal Bureau of Investigation (FBI), and
representativas of the telecommunications industry during a
January 23, 1998, meeting' regarding DOJ's position on the legal
status under the Communications Agsistance for Law Enforcement
Act (CALER) of the 11 electronic eurveillance capabilities
(referred to as the “punch list") that are nissing from the
current Telecommunications Industry Association (TIA) electronic
surveillance standard J~-STD-02S. Aadditionally, it confirms the
terms and conditions upon which DOJ will forbear bringing

enforcement actions against industry members for nonecompliance
with CALEA. A

“Punch Ligt”

DGJ has reviewed the 11 “punch list® capabilities in'reference to

CALEA, its legislative history, and the underlying electronic

" eurveillance statutes?. In addition, DOJ reviewed a memorandum
evaluating the “punch list” under CALEA that was prepared by the

Office of General Counsel (0GC) of thie FBI. As a result of its

'Those in attendance at the January 23, 1998, meeting indluded
representatives from the Cellular Telecommunications Industry
- Asgociation (CTIA), Personal Communications Industry Association
(PCIA), Telecommunications Industry Association (TIA), United
. States Telephone Assaciation (USTA), Bell Atlantic, Department of
.Justice and the Federal Bureau of Investigation.

> CALEA was enacted to preserve the ¢lectronic eurveillance
capabilities of law enforcement commensurate with the legal
authority found in the underlying electronic surveillance
statues, and so that electronic surveillance efforts could be
conducted properly pursuant to these statues. . .



review, DOJ is providing the following legal opinion: 9 of the
11 capabilities are clearly within : .

the scope of CALEA and the- underlying electronic surveillance
statutes. These nine capabilities are’: - . e

Content of conferenced calls; .

- Party Hold, Party Join, Parxty Drop; o

Access to subject-initiated dialing and signaling;
Notification Message (in~band and oute-of-band
signaling); . - - o '
Timing to. correlate call data and call content;
‘Surveillance Status Message;

Feature Status Message;

Continuity Check; and

Post cut~through dialing and signaling.

«c o »

e & & & o0

"With respect to the first four capabilities (Content. of _

- conferenced calls; Party Hold, Party Join, Party Drop; Access to
‘subject-initiated dialing and signaling; and Notification Message
-0f in-band and out-of-band signaling), DOJ firmly believes that
law enforcement's analysis and position regarding these
assistance capability requirements satisfy CALEA section 103
requirements. These descoriptions are set forth in the response
submitted by the FBI' to TIA Committee TR45.2 during the

balloting proceas on standards document SP-3580A,

With respect to the fifth through the ninth capabilities (Tining
to correlate call data and call content; Surveillance Status
Message; Feature Status Measage; Continuity Check; and Post cut-
through dialing and signaling), DOJ has also concluded that law
enforcement's position satisfies CALEA section 103 requirements.
Because of this opinjion, discussion between the indust and law
enforcement will be required in order to select a mutua lg
acceptable means of delivering the information specified by each
capability. Thus, if industry disagrees with lav enforcement's
proposed delivery method, it must affirmatively propose a
meaningful and effective.alternative. :

.Based upon the foregoing analysis, it is DOJ's opinion that TIA
interim standard J<STD-025 is.failing to include and ‘/’ﬁﬁﬁ"“’
address the nine .capabilities listed above. Indugtry law

. enforcement may wish to act in concert to revise the interim
standard J-STD-025 ‘€0 include solutions for each of these missing
electronic surveillance capabilities.

3See Items 1-7, 9, and 10 of Attachment A.

‘ The ¥BI is closely coordinating its efforts vith state and
local law enforcement representatives across the nation. In this
document “law enforcement” and “FBI" refer to this partnership and
are used interchangeably. :



With respect to capability number eight (Standardized Delivery
Interface), although a single.delivery interface ig not mandateda
by CALEA, DOJ believes that a single, standard interface would be
cost effective and of great benefit to both law enforcement and
telecommunications carriers. Rec¢ent productive discussions with
‘industry have resulted in what DOJ believes is an acceptable
compromise, whereby the industry weuld commit to a’limited number
of no more than five delivery interfaces. DOJ supports such an
agrecment. ' - : 3 - ‘ :

With respect to capability number 11 (Separated Delivery), DOJ,
while recognizing the usefulness of such delivery for the
effectiveness of electronic surveillance, nevertheless does not
believe that CALEA section 103, or the underlying electrenic
surveillance statutes, require separated delivery.

Building on the progress nade during the final months of 1597,
the FBI's CALEA Implementation Section (CIS) will continue .to
work with solution providers® to reach an agreement on the
technical feasibhility of all the CALEFA capability requirements.

Eoxbearance

During the January 23, 1998, meeting, the parties discussed the
conditions under which DOJ would agree not to pursue enforcement
actions against the carrier under section 108 of CALEA with
regard to the CALEA mandate that a carrier meet the asgistance
capability requirements pursuant to CALEA section 103 by

Ooctobker 25, 1998, or against a manufacturer with respect to its
obligation under CALEA section 106(b) to make.features or
modifications available on a "reasonably timely basis.” A letter
from the Office aof the Attorney General, which was provided to
all meeting attendees, outlined the basic conditions regarding
forbearance: .

In those situations where the carrier can foresee that
it will not bhe able to meet the deadline because the
manufacturer has yet to develop the solutions, the FBI
is prepared to enter into an agreement with the
nanufacturer of the carrier's equipment wherein both
partiaes - (the FBI and a manufacturer) would agree upon
- the technological requirements and functionality for a
specific gwit platform (or.other non-switch solution)
and a reasonable and fair deployment schedule which
would include verifisble milestones. In return, DOJ
will not pursue an enforcement action against the
manufacturer 'or carriexr as long as the terms of the
agreement are met in the time frames specified. DOJ

 Solutions providers include not only switch-based -

ranufacturers, and support service providers, but other industry
entities that are engaged in the development of network-based and
other CALEA=compliant solutions. ‘



will not pursue enforcement action. against any carrier
utilizing the switch platform (or non-switch solution)
named in the agreement. - ‘ ‘

DOJ, in consulfat_ion with 'th;e’ PiI, ‘has. !utther elaborated on the
conditions related-to forbearance as follows: . :
Any member of the télaqoﬁnunicatiani'-ihduetéy- seekiﬁg:;forb.éarance
must submit to CIS a statement that identifies the following:

1. ‘The CALEA capability requirements that will be included
in_l_its platform or designed into any non-switch-based
solution. ’ . ’ .

2. The projected date by~ which the platform, or non-
switch-based solution, vill be made commercially
available, the “commercially available date.”

3. A timeline for design, development, and testing .
milestones that will be achieved by the nanufacturer
from the start of the ,project through the commercially
availabkle date, the "milestone timeline.”

4. A schedule for furnishing information to CIS at each
milestone to permit CIS to verify that a milestone has
been reached. '

5. A list of specific types of information to be provided
according to the foregoing schedule.

6. A schedule for providing mutually agreed upon data to -
CIS from which the Government will be able to determine
tha fairness and reasonableness of the CALEA solution
price.

7. A list of the specific types of price-related data to
be providea. :

With respect to item 1, the term “CALEA capability requirements”
refers to the functione defined in the TIA interim standard
J~STD-025 and. the. first nine .punch list capabilities desctribed
aarlier in this letter.. Lav enforcement will work with each’
solution provider as.it produces a tachnical feasibility study to
confirm its understanding of, and ability to meet, the CALEA
capability requirements. For those switching platforms, oxr non-
switch-based solutions, on which a capability is technically
infeasible, law enforcement will consult with solution providers
to assess the poasibility -of providing effective technical
alternatives that will still provide law enforcement with the
necessary evidentiary and minimization data sought by the
capability. i : ‘ .

With respect to item 2, the term "commercially available date"
refers to the date when the platform or non-switch-based solution



S

will be made available by the solution provider for the immediate
purchase and deployment by a carrier. hat date shall, in no
event, extend beyond the first currently scheduled software
generic product release after the October 25, 1998, capability

compliance date. With respect to item 3, ‘the term “milestone
timeline” refers to a schedule. of the nacessiry depign, -
development, and testing stepe to be taken by:a solution provider
in mak a product commercially available. With respect to item
4, a salution provider is expected to include a schedule:. =
specifying the time after the completion of-each milestone when
CISs will be able to verify that the milestone has been reached.
With respect to item 5, the specific types of information
contained in the affirmative confirmation of the foregoing
schedule will .include, but not be limited to, draft design

. documents, feature specification documents, and test xesults.

With respect to item 6, a solution provider is expécted to.

rovide a schedule detailing the delivery to CIS of all necessary
information for the government to make a determination of the
fairness and reasonableness of the price of the soluticn
providert's commercially available CALEA solution. With respect
to item 7, the specific types of information contained in the
price-related information of the foregoing schedule will include,
but not be limited to, market prices of comparable features with
similar levels of design, development, and testing effort.

Forbearance for a solution provider, and its carrier customers,
will be conditioned upon ite ability to provide the above listed
items as well as to meet verifiable solution development
milestones. A salution provider's failure to meet these
milestones will result in the logs of forbearance for the
solution provider. :

Carrier forbearance ends with the commercial availability of a
solution. Switches, or portions of a network, of historical
importance to law enforcement for which the govermment must
reimburse the carrier will be identified By CIs. Equipment,
facilities, and services installed or deployed after January 1,
- 1995, 'will be included in any forbearance until a golution is
commercially available. Following solution availability, for
those switches or portions of a network not identified CIs,
carriers are axpected to follow their normal d:ﬁomnt processes
.in determining which switches, or portions of ir networks,
will be upgraded with the CALEA capabilities. Figure 1
illustrates the basic elements of forbearance. ’



"Responsibilites |

- Manufscturer
Responsibilitics
Mamisfacturer Price
: Lener of Forbsarance Carrier
Izsved to SoluSon Forbearunce
Provide snd Carvier Ende
Customers

Figure 1: Fartbeerance

The foregoing forbearance discussion centars on two separate and
distinct agreements: Agreements in Principle (AIP) between the
FBI and a solution provider, and Cooperative Agreements between
the FBI and a carrier. =~ .~ .

In an AIP, the FBI and solution providers agree that seolution
providers have complied with the seven criteria listed above,
including a feasibility analysis and pricing information for
CALEA capabfility requirements. The feasibility analysis and
pricing information will allow the government to finalize its
position regarding the standard, extension of the compliance
dates, forbearance, etc. The FBI, in consultation with law
enforcement, Will not be in a position to make critical
deterninations until the information described in the above seven
criteria has been provided. ’

Currently many versions of draft AIPs are ci:culating, both FBI-
and industry-generated, and some are more comprehensive than is
presently warranted. Some of the AIPs in circulation were
derived from an AIP drafted by TIA. The FBI hopes to meet with
TIA during the wWeek of February 2, 1998, to discuss the proposed
AIP. The results of these discussions will then be disseminated
to TIA's membership and any other interested solution provider.

The Cooperative Agreement, on the other hand, is the contractual
vehicle whereby telecommunications carriers will rxeceive
reimbursement for thelr eligible CALBA costs. Cooperative
Agreements may be executed for different purposes at different
stages of CALEA implementation. For example, an initial rouna of
Cooperative Agreament negotiations .is talung rlace to establish
caontractual vehicles whereby carriers gaelected to support
specific solutjion providers with the feagibility analyses and
pricing information may receive reimbursement for assisting in



this effort. Unfortunately, this infitial round of ‘negotiations
has encountered some problems, One of the issues ‘is the
clarification of a carrier's role in assisting in the.analysis of
the solution. rovider'S‘pcggoscﬂ,solution) b 4 ars from
discussions with carriers. that a mutual .und-rstanﬁng of the
intent of the government's. pr ed l‘a:g:aq‘c-:_tozg'micoopmtive
Agreements and its Statement Woxk ( ) - doas _not yat exist. -
Carriers commented.that the B0W included . a consultative role that

the carriers are unable oxr unwilling-to perform. ‘Altheugh it was

the ‘government*'s intent -to construct an EO0W flexible enough to
allow carriers to-accommodate their normal roles in the solution
provider product development process, the proposals received in
‘response to the SOW have been too non-specific to provide real
value. ‘ 4

The FBI still beljeves, ‘and:has  had it confirmed by solution
providers, that carriers have an essential role to play in
developing the CALEA solution. The FBI will nov reguest that
each solution provider describe in detail the typical interaction
it might have with one of its carrier customers during new
product development. These descriptions will then be

incorporated into the proposed SOWs; which the government will
seek from carrierxs.

Your continued willingness to work with law enforcement toward
the development of electronic surveillance solutions is greatly
appreciated.

Sincerely,

.8tephen R. LColgate
Assistant Attorne
© for Administratio
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a:u.':r DESCRIPTION OF vvuc.l-x.lsx wun,xuzs

Nuaber . | Name m-cr:.ptiou

1 ' Contant .of ccp‘ba.u.ty would cnublo ‘law enzorcmnt access to

: aubjact~initiated ..| contest of cénference calls supported by ‘the
conferenca calls -uhjoct ' -sarvice - (including tha call content of

T | pirties on . hold). :
2 Pmy Bold, Join, _’ "un--.gu would be uem: 8 1] law entc:cmnt thm:
Drop : ._Ldo:_xtify tha active p_an:i.es of a eall.
Specificully, on a conferenca ¢all, these messages
would indicate whather a party i@ an hold, has
$0ined or hae been dropped from the confarence call.

3 | Acceag to éubj-ct- Access. to all dialing and algnaling itnformation
initiated dfaling available from the subject would inform law
and signaling enforcement of a aubjoct’‘s ues of features.

(Bxamples include the use of flash-hook, and other
feature keys.)

4 In-band and out- A massaga would be @ent to law cnforcement when a
of~band signaling subjaect’'s service sendg a tone oxr other network
(Notification megsage to the subject or associate. This can
Mensage) include notiflcation that a line is ringing or busy.

H] Timiang to In!‘;omtiun nacesgary to correlate call ident.‘.tyinq
aeaociatc call information with the call contant of a
data to content communications interceprion.

6 ‘Survaillance Nadsage that would provide the vaxrification that an
Status Message interception is still functioning on the appropriate }

subject.

? Continuity Check sléctmnic signal that-would alert law enforcemant
{(C-Tone) if the facility used for delivery of call content

: Lnterception hes falled or lost continuity.

8 Sstandardized Hould limit the number of poteatial delivery

delivery interface | interfaces law enforccmaut would need- to accomuodate
- .from the industry. _

9 ' Poature :St_ntu.s 'tuuaqq would pFW“G affirmative notification of
Mcosage - any change in a subject's subscribed~to foaturcs.

10 Post cut-through Information would include those digite dialed by a

’ dialing .and subject after the initial call setup is completed.
aignaling . : . .
11 Separated delivery | Tach party to a mxeucion would be dclivered
‘mepsrately to law enforcement, without comdbining all
‘the voices of an intercepted (conferenca) call.
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NON-DISCLOSURE AGREEMENTS

In the process of gathering data for this report, the Federal Bureau of Investigation (FBI)
was provided access to significant amounts of information considered proprietary by solution
providers’ and carriers. This information was, and is, vital to the FBI's ongoing efforts to work
cooperatively with the telecommunications industry on the development of a CALEA solution.
The FBI is very sensitive to concerns expressed by industry regarding release of this data to
outside parties, and has signed non-disclosure agreements that limit the release of any proprietary
information.

Citing those non-disclosure agreements, some solution providers have required that
certain proprietary information provided to the FBI during this initiative be withheld from this
report. However, solution providers have expressed a willingness to privately brief interested
Members of Congress on specific technical and price feasibility as well as development
schedules.

! The term “solution providers” refers to traditional telecommunications equipment manufacturers as well
as other companies that are pursuing a CALEA solution.



I. EXECUTIVE SUMMARY

This report describes the substantial progress made to date in response to the Honorable
Harold Rogers’ (R-KY) Chairman, Subcommittee on Commerce, Justice, State, the Judiciary and
Related Agencies, House Appropriations Committee, request for certain CALEA implementation
information. In so doing, the report provides a snapshot of ongoing FBI and industry CALEA
implementation efforts. Information exchanged as a result of this initiative has greatly assisted
all parties as they continue to work toward development and deployment of CALEA solutions.

At the conclusion of a 10/22/97 meeting with representatives of law enforcement and the
telecommunications industry, Chairman Rogers requested that the Department of Justice (DOJ)
achieve the following goals by 01/05/98:

1. Assess the technical feasibility of certain CALEA capability requirements (punch
list), and determine the price of those capabilities
2. - Obtain two signed “cooperative agreements”

3. Obtain a timeline for possible CALEA solution deployment.
Status

In response, the FBI assigned teams of personnel, including representatives of state and
local law enforcement, to specific solution providers to expand ongoing technical and price
discussions and enter into cooperative agreements if appropriate. Teams were assigned to Nortel,
Lucent Technologies (Lucent), Siemens Telecom Networks (Siemens), and Motorola Cellular
Infrastructure Group (CIG) due to the significance of their switching platforms to law
enforcement. Additionally, the FBI pursued discussions with Bell Emergis, a company
developing a network-based CALEA solution. Several telecommunications carriers were also
approached to aid law enforcement in interpreting solution information and providing network
impact assessments. Continuing on efforts begun in July 1997, the FBI held over 20 substantive
technical and business meetings with members of industry between 10/22/97 and 12/15/97 (see
Appendix A). CALEA implementation has reached a point where:

. Certain solution providers are expected to make available specific switch-based
and network-based CALEA solutions in 1998;*

. One major carrier anticipates testing a network-based CALEA solution in early
1998;

. Solution providers participating in this initiative have the technical ability to meet

the intent’ of nearly all CALEA capability requirements;

2 A more complete description of the differences between switch-based and network-based CALEA
solutions is provided in section III.

3 Solution providers have either confirmed the ability to meet the CALEA capability requirements or
supply the equivalent information by alternative means.



. Agreements for continued cooperation between industry and law enforcement are
in place. Additional agreements are expected in the coming weeks.

As a result of these efforts, a clearer picture of CALEA’s technical feasibility, potential
solution prices and deployment timelines has emerged. Law enforcement and solution providers
now have a shared understanding of the technical feasibility of a switch-based CALEA
capability, yielding significant benefits to all parties. For example, Nortel stated that this
understanding may result in a 25 percent reduction in the level of the development effort that was
previously estimated. This solution includes the punch list capabilities. These discussions have
also allowed switch manufacturers to provide law enforcement with more detailed estimates of
solution prices and deployment timelines.

Additionally, the FBI continues to have very promising discussions with Bell Emergis, a
company pursuing a network-based CALEA solution. Bell Emergis claims to have completed
development of a CALEA solution that meets most of CALEA’s capability requirements. Bell
Emergis has proactively sought to establish contact with the carrier community, and the initial
response from various carriers has been encouraging. The company intends to have its solution
available to carriers in the second quarter of 1998, before the 10/25/98 capability compliance
date. The FBI is currently analyzing the product’s technical and fiscal feasibility.

The following table summarizes the information provided by industry during the
preceding two months. In addition to the solution provider data presented below, GTE, a carrier,
has forwarded a signed cooperative agreement detailing the conditions under which it will
continue to provide assistance to the FBI. The FBI expects to use this proposal as the basis for
further negotiation with GTE.

Solution Technical Price Solution Agreement
Provider Feasibility Estimate Availability Status
Motorola Partial * * Draft AIP*
EMX-2500, 5000 ' received by the FBI
Lucent Yes™ * 3Q1999 None
5ESS
Siemens Partial * Two phases None
EWSD 1Q2000 -1Q2001
Nortel Partial * Two phases Pending
DMS-100 4Q1998 - 2Q2000
Bell Emergis Partial Estimate supplied 3Q1998 Signed MOU™"
(see page 13) received by the FBI

* Information made available to the FBI, but covered under existing non-disclosure agreements with industry. Data has
been withheld from this report at the manufacturer’s request.

+ Agreement in Principle (AIP): Written agreement between parties to continue working toward development of a solution.

t+ At the request of the manufacturer, no face-to-face meetings have been held to date between Lucent and the FBI to
confirm technical feasibility.

ttt  Memorandum of Understanding (MOU): Written agreement between parties to continue working toward development of
a solution.



distinction can be drawn between solution providers’ partial ability to meet CALEA’s
capability requirements and its ability to meet the intent of those same requirements. In some
cases, individual switch designs and architectures constrain solution providers’ ability to fully
meet CALEA’s capability requirements. According to solution providers, the technical obstacles
for some switches are so severe that the provision of certain CALEA capability requirements is
either technically infeasible or cost prohibitive. In these cases, the FBI has noted the solution
provider as having a "partial" ability to meet CALEA’s capability requirements. In other cases,
technical limitations have led to discussions of alternative means of providing necessary
evidentiary and minimization data to law enforcement. Where alternative methods have been
identified by a solution provider, the FBI has noted that the solution provider has the ability to
meet the "intent” of CALEA’s capability requirements.

Price and technical information has afforded the FBI greater insight into when and how
much money may be required from the Telecommunications Carrier Compliance Fund (TCCF).
It is anticipated that this information flow will continue as solution providers proceed through
their normal business processes, allowing the FBI to more accurately estimate fiscal year
reimbursement needs. In fact, Nortel has told law enforcement that the first phase of their
switch-based CALEA solution may be available for purchase by carriers as early as the third
quarter of 1998.

Additionally, Bell Emergis has indications that several carriers are very interested in its
network-based solution. The FBI has been approached by one carrier to participate in testing the
Bell Emergis solution in early 1998. At the request of the carrier, its name is being withheld
from this report. Should these solutions prove to be CALEA-compliant and reasonable in cost,
the FBI could begin the reimbursement process during Fiscal Year (FY) 1998.



II. INTRODUCTION

As the end-user of the CALEA solution, law enforcement has a great deal at stake in
ensuring the necessary functionality of any developed solution. The evidentiary information
obtained through electronic surveillance is critical to preserving the safety and security of the
American public through the apprehension and successful prosecution of criminals. A solution
that does not meet CALEA capability requirements puts at risk evidentiary information required
by law enforcement and prosecutors to obtain a conviction in a court of law.

Despite law enforcement’s dependence on the functionality of a solution, section 103 of
CALEA prohibits law enforcement from requiring specific solution requirements. Additionally,
unlike traditional government procurement efforts, law enforcement is unable to influence a
specific solution price. Rather, CALEA is a reimbursement effort, with law enforcement as the
entity for evaluating proposed solutions, determining the reasonableness of any price and
reimbursing industry for certain eligible CALEA costs. Law enforcement’s role throughout the
design, development and deployment of a CALEA solution is twofold: first, to assist industry in
its understanding of law enforcement’s electronic surveillance capability requirements; and
second, to evaluate any solution’s technical feasibility and cost effectiveness.

- In an attempt to move the CALEA implementation process forward, Chairman Rogers
met with representatives of the telecommunications industry and law enforcement on 10/22/97 to
discuss several outstanding issues regarding CALEA’s implementation. At the conclusion of the
meeting, Chairman Rogers requested that DOJ and industry work together to provide the
Appropriations Committee with CALEA solution cost and schedule information by 01/05/98.* In
accordance with Chairman Rogers’ request, the FBI worked with solution providers and carriers
in a cooperative effort to achieve the following specific goals, summarized below:

Prepare per-platform technical feasibility studies for CALEA capabilities, including
punch list items, to aid in determining price
The FBI worked with solution providers to obtain a shared understanding of the technical
feasibility of CALEA capability requirements. Once complexity and technical feasibility
were better understood, a level of effort comparison to features of similar complexity was
employed to estimate a CALEA solution price.

Execute two cooperative agreements with industry

The FBI sought to use the cooperative agreement initiative to accomplish two objectives:
first, to create a mutually acceptable process by which solution providers and carriers
could share solution price, technical and development information with law enforcement;
and second, to lay the foundation for follow-on contractual agreements for the
reimbursement of carriers for the purchase of commercially available solutions.

* Pursuant to a 12/31/97 letter from Assistant Attorney General for Administration Stephen R. Colgate to
Chairman Harold Rogers, the 01/05/98 deadline was postponed until 01/26/98.

5



Obtain an accurate timeline for solution deployment

Solution providers will develop and release CALEA solutions in accordance with their
established business processes and cycles. The FBI has no influence over these solution
provider determined development cycles. Upon obtaining a technical feasibility
assessment, the FBI asked solution providers to provide product release schedules for the
CALEA feature.

It is important to note that telecommunications switch manufacturers will develop the
CALEA feature as they would any other feature to be included in a software release. That
development process can be described as: identification of customer needs, feature functionality
specification, feature development with carrier participation, testing in both a laboratory
environment and as a first office application in carriers’ network, and systems deployment. It is
clear that some manufacturers are further along in the development process than others. Indeed,
some manufacturers are well into the CALEA solution development stage, while some are still
working with law enforcement to refine feature requirements. In the normal course of the
development process, it is expected that more detailed technical and price information will be
made available to law enforcement to make an assessment of the solution. The FBI will continue
working with each individual manufacturer in an appropriate manner to move their processes
forward as quickly as possible.

III. ACTIVITIES

In responding to Chairman Rogers’ request, the FBI relied on previously established
working relationships with key members of the telecommunications industry. Consistent with
the CALEA Implementation Plan submitted to Congress in March 1996, the FBI had established
relationships with solution providers of certain prioritized switch equipment. Previous analyses
of historical intercept activity demonstrated that approximately 90 percent of wireline
interceptions occurred on Nortel, Lucent, and Siemens switches.” Motorola was identified due to
its significant presence in the wireless market and its willingness to participate.

Competitive sensitivities, market positions, switch architectures and product development
cycles vary widely among switch manufacturers. To maximize its efforts, the FBI developed a
customized outreach approach for each solution provider. Five “Industry Teams” were formed,
with each team assigned a specific solution provider with whom to continue technical and price
discussions and sign cooperative agreements, if appropriate. Teams were assigned to Nortel,
Lucent Technologies, Siemens, and Motorola due to the significance of their switching platforms
to law enforcement. Additionally, discussions were also pursued with Bell Emergis, a firm
developing a network-based CALEA solution.

3 Based on a 1996 nationwide FBI survey of law enforcement and industry electronic intercept records
between January 1993 and March 1995.



A switch-based CALEA solution requires modifying internal switch software, and
potentially necessitates hardware changes. A network-based solution does not require that a
switch manufacturer make internal switch software or hardware modifications in order for the
end-office switch utilized by a carrier to provide the capability requirements of CALEA. Instead,
carriers choosing to employ a network-based solution must make only minor configuration
changes to individual switches. These limited changes are expected to be easy for a carrier to
implement and are consistent with normal carrier modifications, such as changes to switch
translations (the instruction set necessary for call direction and completion). No development
work on the part of a switch manufacturer would be necessary for the switch itself when
network-based solutions are used.

As any CALEA solution will be deployed on networks owned and operated by
telecommunications carriers, carrier perspective and input into the design, development and
deployment activities is vital. Several carriers were approached to aid law enforcement in
obtaining and interpreting technical and price information provided by solution providers.
Additionally, the FBI sought carrier cooperation in providing, when appropriate, network impact
assessments and access to lab facilities for solution testing.

Each industry team, as mentioned previously in this section, was led by an FBI Program
Manager and included a representative from state and/or local law enforcement. The teams were
supported by subject matter experts familiar with the technical operations of the solution
providers’ product line.

Technical and Price Feasibility Initiative

Once formed, industry teams contacted their respective solution provider to initiate a
series of detailed technical meetings to discuss CALEA solution feasibility. From 10/23/97
through 12/15/97, law enforcement conducted numerous detailed technical meetings with
solution providers and carriers. During these substantive meetings, law enforcement’s
requirements were translated into specific switch functionalities to determine how (and whether)
a capability was feasible on a given switch platform. The goal of the effort was to clarify
CALEA capability requirements within the context of (and with regard to any technical
constraints inherent in) each manufacturer’s switch or proposed CALEA solution.

Whenever possible, where a capability presented serious technical obstacles for a
particular solution, technical alternatives that provided law enforcement with the necessary
evidentiary and minimization data sought by that capability were identified and evaluated.
However, detailed technical alternatives for CALEA capabilities are not presented in this report
due to non-disclosure agreements. After discussing CALEA’s requirements for reasonableness
in cost reimbursements with manufacturers, the FBI relied solely on industry-provided price
estimates.



Cooperative Agreement Initiative

Concurrently with the technical feasibility initiative, the FBI approached manufacturers
and carriers in order to clarify the roles and responsibilities of all parties through cooperative
agreements. The FBI’s main objective in signing cooperative agreements was twofold. First, the
FBI sought to create a mutually acceptable process whereby industry and law enforcement could
continue to share relevant cost, schedule, and technical data. Second, the agreements were
intended to lay the foundation for follow-on contractual agreements for the reimbursement of
carriers for the purchase of commercially available solutions.

The appropriate form and content of the cooperative agreement document had to be
determined. The document needed to address the competitive sensitivities of industry, while still
providing a meaningful document that committed the parties to move the process forward. To
accomplish these objectives, Agreements in Principle (AIP) or Memoranda of Understanding
(MOU) for solution providers and a Statement of Work (SOW) for carriers were drafted. The
AlIPs or MOUs committed solution providers to supply the Government with technical and price
information and dates for solution availability, while the SOWs sought the carriers’ perspective
in interpreting technical and price data provided by solution providers. These documents were
modified as necessary in response to the specific comments of each solution provider or carrier.

Solution Deployment Timeline Initiative

Solution providers were able to provide law enforcement with technical feasibility and
approximate dates for solution availability. These availability dates vary depending on how far a
solution provider has progressed in its solution-development cycle (see Appendix B). Since
carriers cannot begin their deployment process until a solution is available, these individual
variations will influence the timeline for CALEA deployment. In several cases, manufacturers
plan to release their CALEA solutions over multiple software product releases.

IV. RESULTS

Varying levels of industry cooperation and the presence of non-disclosure agreements
have impacted the level of detail and quantity of information provided in this report. Some
solution providers were very receptive to the FBI’s data requests, sharing detailed, per-capability
technical and price data with law enforcement. Other solution providers were more reluctant to
participate, providing only aggregate CALEA price and technical data. Still others provided the
FBI with information, but did not allow its publication in this report.

Additionally, technical feasibility, price, and deployment timeline information presented
in this report is based solely on information provided by industry. By necessity, the FBI has
relied on industry to faithfully and accurately reflect CALEA’s complexity and price based on
solution providers’ inherent knowledge of their switching platform and their carriers’ network



architecture. As more carriers and solution providers become involved in the weeks and months
ahead, the FBI anticipates additional data will be forthcoming from industry. As it has done in
the past, when the information is made available to the FBI, appropriate analyses will be
performed.

Technical Feasibility Initiative

The technical feasibility of CALEA required assistance capabilities as outlined in section
103 varies among switching platforms due to differences in individual switch architectures and
solution approaches. (For a description of the capabilities missing from the current standard, i.e.,
punch list capabilities, see Appendix C.) Solution providers are able to characterize the relative
complexity of the development of punch list items for their switching platforms. A capability
characterized as easy by one solution provider may be characterized as very difficult (i.e., though
not technically impossible) by another. Where technical constraints existed, face-to-face
discussions between law enforcement and solution providers often resulted in the identification
of technical alternatives that provided law enforcement with the necessary evidentiary and
minimization assistance sought by that particular capability. As a result, technical concerns
regarding CALEA’s capability requirements previously considered technically difficult to
develop have diminished.

It is important to note that the level of technical complexity is subject to the interpretation
of each solution provider and cannot be compared with other solution providers’ analyses. The
following paragraphs describe solution providers’ technical feasibility information permitted to
be disclosed under non-disclosure agreements:

Motorola (EMX 2500, EMX 5000)

The FBI held four technical discussions with Motorola to determine technical feasibility on the
EMX 2500 and 5000 cellular switching platforms. During the course of those meetings, Motorola
provided the FBI with detailed technical feasibility information for its proposed CALEA solution.

Motorola assessed the punch list capability items as technically feasible with the following
exceptions which they characterize as more technically difficult:

* Capability #3 - Access to subject-initiated feature key dialing and signaling
* Capability #4 - Notification Message, In-band and Out-of-band signaling
» Capability #9 - Feature Status Message
* Capability #11 - Separated Delivery.
Based on non-disclosure agreements, Motorola requested that more detailed technical feasibility

information be withheld from this report. Motorola and the FBI have agreed to continue
evaluating alternative methods of meeting CALEA’s capability requirements.
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Nortel (DMS-100 Family)

The FBI and Nortel held five technical meetings and frequent telephone calls to discuss the
technical feasibility on its DMS-100 family of switches. The DMS-100 family of switches is
technically capable of meeting the intent of all of law enforcement’s CALEA requirements. In
keeping with normal product-development processes, Nortel’s CALEA solution is scheduled to
be implemented in a phased approach of at least two software releases.

Nortel assessed the development effort necessary for the punch list capability items as low to
moderate with the following exceptions:

* Capability #2 - Party Hold, Party Join, Party Drop Message, as described by law
enforcement, is viewed by Nortel as difficult. However, Nortel can generally meet the
intent of this requirement by alternative means.

» Capability #3 -Access to subject-initiated feature key dialing and signaling
» Capability #4 - Notification Message, In-band and Out-of-band signaling
* Capability #9 - Feature Status Message.

These requirements (#3, #4, and #9), as described by law enforcement, are viewed by
Nortel as very difficult. However, Nortel can meet the intent of these requirements by
alternative means.

« Capability #11 - Separated Delivery - This requirement, as described by law
enforcement, is viewed by Nortel as extremely difficult. However, Nortel has described
an alternative that law enforcement is currently evaluating.

Lucent (5ESS)

While technical feasibility information for the SESS was provided to the FBI, at Lucent’s
request, no face-to-face meetings have been held to date with the FBI as part of this initiative.
Lucent’s current assessment is that all CALEA capabilities are technically feasible on the SESS.
Face-to-face technical meetings are expected between Lucent and the FBI beginning in early
1998, at which time the FBI will be better able to evaluate Lucent’s current estimate of technical
feasibility.

Lucent assessed the development effort necessary for the punch list capability items as low to
moderate with the following exceptions:

* Capability #11 - Separated Delivery - This requirement, as described by law
enforcement, is viewed by Lucent as extremely difficult.



Siemens (EWSD)

The FBI and Siemens held six technical meetings to discuss technical feasibility on the EWSD
switching platform. The EWSD switch platform is technically capable of meeting the intent of
all of law enforcement’s CALEA requirements. Siemens does have concerns based on the
technical complexity of certain capability requirements and available staff resources. These
concerns have resulted in Siemens’ decision to implement CALEA in a phased approach
incorporating two or more software releases.

Siemens assessed the development effort necessary for the punch list capability items as low to
moderate with the following exceptions:

* Capability #1 - Content of conference calls

» Capability #10 - Dialed digit extraction, as described by law enforcement, is viewed by
Siemens as extremely difficult.

Siemens’ rough estimate of availability of these two punch list capabilities is 2001. Based on
this information, and until such time that these capabilities are developed, the FBI has noted
Siemens’ ability to meet CALEA’s capability requirements as “partial.”

Bell Emergis

Bell Emergis’ network-based solution does not require the modification of each and every end-
office switch. Instead, the Bell Emergis solution would operate in conjunction with the Signaling
System 7 (SS7) network, which today provides inter-switch call set-up for approximately 90% of
the access lines nationwide. Both wireline and wireless networks utilize the SS7 network in
providing telecommunications service.

Beginning last July, the FBI and Bell Emergis held numerous detailed technical meetings to
assess the Bell Emergis solution’s ability to meet CALEA requirements. Bell Emergis claims its
solution is technically capable of meeting virtually all of CALEA’s capability requirements. Bell
Emergis is proactively pursuing a partnered approach with the carrier community, which it
anticipates will enhance its ability to meet CALEA capability requirements. The initial response
from several carriers has been encouraging. The Bell Emergis solution is expected to undergo
carrier evaluation during the first quarter of 1998. Carriers have expressed an interest in
involving the FBI in this process.

Bell Emergis assessed the development effort necessary for the punch list capability items as low
to moderate with the following exceptions:

» Capability #3 -Access to subject-initiated feature key dialing and signaling

* Capability #4 - Notification Message, In-band and Out-of-band signaling
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« Capability #9 - Feature Status Message requirement, as described by law enforcement,
is viewed by Bell Emergis as beyond the capabilities of its solution. However, Bell
Emergis can meet the intent of this requirement by alternative means.

As solution providers continue their normal development processes, detailed solution
documentation will be produced and made available to law enforcement. These documents will
allow the FBI to more thoroughly assess any solution’s ability to meet CALEA capability
requirements.

Price Estimation Initiative

The same manufacturer-specific characteristics that cause variations in technical
feasibility among switching platforms cause price variations. A better understanding of the
technical requirements of CALEA enabled most solution providers to provide the FBI with more
refined price estimates. In some cases, however, pricing information obtained by the FBI comes
with an accuracy disclaimer of plus or minus 100 percent from the solution providers.®
Furthermore, prices charged by solution providers may change depending on reimbursement
strategies agreed to by industry and the Government. Those strategies include, but are not
limited to, possible per-access line pricing and nationwide buy-out, (whereby the Government
funds feature development or purchases the results of the development efforts directly from the
vendor. The solution is then made available to all carriers utilizing the specific switch.)
Consistent with ongoing efforts to properly steward taxpayer dollars, the FBI plans to analyze
industry-provided pricing data in the coming months.

Motorola (EMX 2500, EMX 5000)

Motorola has provided the FBI with initial price estimates for a CALEA solution. Based on non-
disclosure agreements, Motorola did not to allow the FBI to publish CALEA solution pricing
information in this report.

Nortel (DMS-100 Family)

Nortel has had the most extensive technical and price discussions with law enforcement, and
based on the data provided to the FBI at this time, are furthest along in the development process
among switch manufacturers. Nortel believes that recent discussions with law enforcement have
resulted in a 25 percent reduction in its previously estimated level of development effort. Nortel
has provided the FBI with preliminary solution prices based on a nation-wide buyout of its
solution for the DMS-100 family of switches, but did not allow the FBI to disclose that price in a
publicly available document.

® Lucent Technologies
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Lucent (5ESS)

Lucent has provided the FBI with a “first-pass” (initial) price estimate for developing a CALEA
solution. Due to its preliminary stage of CALEA solution development, Lucent stated that this
price estimate had an accuracy of “plus or minus 100%.” Based on non-disclosure agreements,
Lucent did not allow the FBI to publish specific pricing information in this report. Lucent has
notified the FBI that, as development work continues, Lucent will provide a more refined
“second-pass” price estimate by 02/14/98. The FBI anticipates that, as law enforcement’s
technical requirements are further discussed and clarified in upcoming face-to-face technical
meetings, price estimates will become more accurate.

Siemens (EWSD)

Siemens has provided the FBI with initial price estimates for a CALEA solution. Based on non-
disclosure agreements, Siemens did not allow the FBI to publish CALEA pricing information in
this report.

Bell Emergis

Bell Emergis’ current price estimate to provide a CALEA network-based solution through-out
the United States is approximately $540 million. However, upon successful completion of field
trials and subject to negotiations with the carriers, Bell Emergis believes that a volume-based
discount is achievable. Bell Emergis has stated that, “subject to a national commitment by the
wireline operating companies for deployment and full reimbursement by the Government to the
carriers, the current budget estimates of $500 million is more than sufficient to meet (law
enforcement’s) needs.” (12/29/97 letter from Bell Emergis)

Cooperative Agreement Initiative

The FBI has pursued Agreements in Principle, Memoranda of Understanding and/or
Cooperative Agreements that reflect each participants’ role in CALEA solution development.
Agreements in Principle or Memoranda of Understanding with solution providers for the
continued provision of necessary technical and price data is consistent with the industry’s normal
business process. Further, Cooperative Agreements with carriers for the analysis of proposed
technical solutions and testing of those solutions in their networks are considered appropriate by
the industry and law enforcement. Upon reaching agreements on CALEA solutions, the FBI
anticipates that these agreements will lay the foundation for future cooperative contractual
agreements for the deployment of a CALEA-compliant solution.

Motorola (EMX 2500, EMX 5000)

On 12/16/97, Motorola CIG responded to the FBI's proposed Agreement in Principle. Motorola
accepted each of the FBI's proposed clauses and, as suggested by the FBI, proposed additional
terms and conditions particular to CIG’s situation. The FBI is evaluating these additional clauses
and will use this document as the basis for a final Agreement in Principle.
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Nortel (DMS-100 Family)

Nortel is at an advanced stage of solution development. In order to keep pace with technical
progress made to date, Nortel has chosen to forego the preliminary Agreement in Principle and
focus instead on pursuing contractual agreements with the Government for the actual purchase of
its CALEA solution for its DMS-100 family of switches.

Lucent (5ESS)

To date, the FBI and Lucent have been unable to reach consensus on the appropriate agreement
vehicle. Based on its experience with other solution providers, upcoming technical and business
face-to-face meetings with Lucent are expected to facilitate a resolution of an appropriate
agreement vehicle.

Siemens (EWSD)

Although no agreement has yet been signed between the FBI and Siemens, both parties have
agreed to continue their technical and business discussions into the first quarter of 1998.

Bell Emergis

Bell Emergis and the FBI have signed a Memorandum of Understanding which outlines the
intentions of both parties. Both agree to move forward expeditiously with information sharing,
testing and other activities to facilitate the availability of a CALEA-compliant solution before the
10/25/98 capability compliance date.

GTE

In response to ongoing discussions, the FBI received a signed Cooperative Agreement from GTE
on 12/23/97. This document puts forth the conditions under which GTE will continue working
with the FBI to interpret manufacturer-provided technical and deployment data. The FBI and
GTE are working together to resolve remaining points of difference and hope to craft a final
agreement in early 1998.

Other

One major telecommunications carrier has entered into a Letter of Intent to work with Bell
Emergis to begin testing of the Bell Emergis solution in its network. The carrier, who requested
that its name be withheld from this report, has requested FBI involvement in the testing process
to ensure that all of CALEA'’s capability requirements are met.

Solution Deployment Timeline Initiative

CALEA solution deployment is dependent on individual solution provider product-
development cycles and carrier deployment processes. As a result of technical discussions with
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law enforcement, solution providers have provided estimated dates for solution availability (see
Appendix B). Solution deployment is also dependent on carrier purchase decisions, availability
of TCCF funds for reimbursement, and individual carrier deployment schedules. Solution
providers’ progress in designing, developing and making available a CALEA solution is
independent of industry adoption of a CALEA standard.

Additionally, law enforcement recognizes that for some switches, a CALEA solution may
need to be phased in through routine switch software releases and upgrades. The realities of
technical solution development and the impact of solution deployment in the network are not lost
on law enforcement. Each successive phase will be vital for law enforcement, as solution
providers and carriers ensure that all CALEA capability requirements are available as soon as
possible. Law enforcement will continue to support the good-faith efforts of solution providers
and carriers in developing a CALEA solution.

V. CONCLUSION

The substantial progress made in the past seventy-four days provides a snapshot of
ongoing CALEA implementation efforts; efforts that began years ago and will continue in 1998.
The likely availability of end-office switch-based and network-based CALEA solutions in the
near term is a very positive step toward meeting critical law enforcement and public safety needs.
Additionally, the availability of these solutions will directly impact on the Government’s need to
access TCCF funds in 1998. The recent face-to-face technical discussions between law
enforcement and solution providers have diminished many solution providers’ concerns
regarding CALEA’s capability requirements which were previously considered technically
difficult to develop. As a result, participating solution providers are now able to assess and
develop CALEA'’s capability requirements in their entirety, without differentiating those
capabilities referred to as the punch list. Finally, previous technical feasibility and price
estimates have been replaced with more definitive assessments of solution providers’ ability to
provide a CALEA-compliant solution. As the FBI works with solution providers as they
continue their development process, the quality and quantity of this data will improve.

The future of CALEA implementation is directly tied to the continued cooperation of
industry. For those solution providers and carriers with whom the FBI is currently working, the
agreements in the past two months ensure that vital information exchanges will continue, and lay
the foundation for follow-on contractual agreements for the delivery of CALEA solutions. For
those industry participants who are not yet totally involved, the FBI will endeavor to expand
discussions to involve a broader base of the carrier and solution provider communities. The
technical feasibility, price analysis, and deployment timelines for the solutions identified in this
report will be used as a model for additional switching platforms to move solution providers
further along in their normal business process.
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